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What else have we been up to?
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IPv6

Amazon VPC 
IPv6-only subnets

NAT64 and DNS64
Interoperability with IPv4 
environments

Amazon EC2
Resource-based instance naming

Elastic Load Balancing
Full dual-stack IPv6 support
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon VPC: Native dual stack

Availability Zone 1

AWS Region

IPv4-only subnet
10.0.0.0/24

Availability Zone 2

IPv4-only subnet
10.0.1.0/24
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10.0.2.0/24
2001:db8:1234:1a02::/64

Dual-stack subnet
10.0.3.0/24
2001:db8:1234:1a03::/6
4

Instance C
10.0.2.4

2001:db8:1234:1a02::c

Instance A
10.0.0.4

Instance B
10.0.6.4

Instance D
10.0.3.4

2001:db8:1234:1a03::d
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Amazon dual-stack VPC: IPv6-only subnets

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

N E W

IPv6-only subnet
2001:db8:1234:1a00::/64IPv4-only subnet

Dual-stack subnet

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

IPv6-only subnet

Your VPC will continue 
to be dual stack!
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Traffic flows inside Amazon VPC
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

F L O W S

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

10.0.0.4

10.0.1.4
2001:db8:1234:1a01::ec2

2001:db8:1234:1a02::ec2

We’ll get back to this 
traffic flow later!

Amazon dual-stack VPC: IPv6 only subnets

?
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Public subnets internet connectivity
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

P U B L I C  S U B N E T S   

Amazon dual-stack VPC: Internet connectivity

Public IPv4-only subnet

Public dual-stack subnet

10.0.0.4

10.0.1.4

Public subnet(s) route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local

Internet 
Gateway

IPv6

IPv4

IPv4
IPv
6

2001:db8:1234:1a01::ec2

0.0.0.0/0 IGW
::/0 IGW

EIP: 10.0.0.4 <> 53.1.23.4
EIP: 10.0.1.4 <> 18.4.2.1

Internet



© 2022, Amazon Web Services, Inc. or its affiliates.

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

P U B L I C  I P V 6 - O N L Y  S U B N E T S

Public IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

Public
IPv4-only 

subnet

Public 
dual-stack 

subnet

Amazon dual-stack VPC: Internet connectivity

Internet

?
Public subnets route table

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
0.0.0.0/0 IGW
::/0 IGW

Internet 
Gateway

IPv6

IPv4

IPv4
IPv
6
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Private subnets internet connectivity
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Private IPv4-only subnet

Private dual-stack subnet

P R I V A T E  S U B N E T S

Amazon dual-stack VPC: Internet connectivity

10.0.0.4

10.0.1.4

Internet 
Gateway

IPv6

IPv4

IPv4
IPv6

2001:db8:1234:1a01::ec2

Internet

Public subnet

Public NAT
 Gateway

Egress-only 
Internet 
Gateway

Private subnet(s) route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
0.0.0.0/0 NAT GW
::/0 EIGW

Public subnet route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
0.0.0.0/0 IGW
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The EIGW does not allow internet connections to be 
opened to IPv6 resources in private subnets
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Private IPv6-only subnet
2001:db8:1234:1a00::/64

P R I V A T E  I P V 6 - O N L Y  S U B N E T S

Amazon dual-stack VPC: Internet connectivity

Internet 
Gatewa

y

IPv6

IPv4

IPv4
IPv
6

Internet

Egress-only 
Internet 
Gateway

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

I can only open 
connection to the 

IPv6 Internet 
endpoints

Yes, it’s time to talk about how 
IPv6 resources can connect to IPv4!

?

Private
IPv4-only 

subnet

Private 
dual-stack 

subnet

Private IPv6-only subnet route 
table

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local::/0 EIGW
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IPv6

Amazon VPC 
IPv6-only subnets

NAT64 and DNS64
Interoperability with IPv4 
environments



© 2022, Amazon Web Services, Inc. or its affiliates.

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

IPv6-only subnet
2001:db8:1234:1a00::/64IPv4-only subnet

IPv6-ONLY EC2 INSTANCE
2001:db8:1234:1a00::ec2

10.0.0.4

Amazon dual-stack VPC: IPv6 to IPv4

?
IPv4

EIGW/IGW

?

NAT64 + DNS64!
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon VPC DNS

Route53 Resolver
.2

fd00:ec2::253
IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

Q: Who is 
ipv4-only.example.com

A: 1.2.3.4

???

B E F O R E
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DNS64
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

What is DNS64?

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-ONLY EC2 INSTANCE
2001:db8:1234:1a00::ec2

Edit subnet settings

Amazon Route 53 
Resolver

.2
fd00:ec2::253
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

What is DNS64?

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

Q: Who is 
ipv4-only.example.com

DNS64

A: 64:ff9b::1.2.3.4

Route 53 Resolver synthesizes an 
IPv6 address by adding 

64:ff9b::/96 to the IPv4 address!

Route 53 Resolver
.2

fd00:ec2::253
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Traffic from the IPv6-only instances to the 
synthesized IPv6 address needs to go through 

NAT64
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

How does NAT64 work?

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-ONLY EC2 INSTANCE
2001:db8:1234:1a00::ec2

DNS64

NAT
Gateway
10.0.1.20

Source IP: 2001:db8:1234:1a00::ec2
Destination IP: 64:ff9b::1.2.3.4

Source IP: 10.0.1.20
Destination IP: 1.2.3.4

IPv6-only subnet route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
64:ff9b::/96 NAT64
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NAT64 is automatically available on your existing 
NAT gateways or on any new NAT gateways you 

create
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

NAT64 and DNS64
T R A F F I C  F L O W S

IPv6-only subnet

2001:db8:1234:1a00::ec2

DNS64

NAT
Gateway
10.0.1.20

IPv4-only

IGW/EIGW

Internet

Nice! What about VPC DNS?
VPN

DXG
W

On premises

VPC-B

AWS Direct 
Connect

VPC

Transit GW

VPC

On  premises

Intra- or 
Inter- 
region

VPCVPC x5000

Transit V
IF On  premises

VP
N

VPC 
peering

VGW

IPv6-only subnet route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
64:ff9b::/96 NAT64
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IPv6

Amazon VPC 
IPv6-only subnets

Amazon EC2
Resource-based instance naming

NAT64 and DNS64
Interoperability with IPv4 
environments
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon EC2 instance naming
I P V 4 - B A S E D  N A M I N G  ( I P B N )

10.0.0.4

10.0.1.4
2001:db8:1234:1a01::ec2

.2

1. Private 
DNS

2. VPC DNS

3. Public DNS

Q: Who is 
ip-10-0-1-4.ec2.internal?

A: 10.0.1.4
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon EC2 instance naming

10.0.0.4

10.0.1.4
2001:db8:1234:1a01::ec2

.2
fd00:ec2::253

1. Private 
DNS

2. VPC DNS

3. Public DNS

2001:db8:1234:1a00::ec2

So, what is 
my name?
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.2
fd00:ec2::253

1. Private 
DNS

2. VPC DNS

3. Public DNS

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon EC2: Resource-based naming (RBN)

IPv4-only Subnet

Dual-stack Subnet

10.0.0.4

10.0.1.4
2001:db8:1234:1a01::ec2

IPv6-only Subnet

2001:db8:1234:1a00::ec2

IPv6-only subnets 
default to RBNS E T T I N G S  F O R  E A C H  S U B N E T  T Y P E
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.2
fd00:ec2::253

1. Private 
DNS

2. VPC DNS

3. Public DNS

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon EC2: Resource-based naming

IPv4-only Subnet

Dual-stack Subnet

10.0.0.4

10.0.1.4
2001:db8:1234:1a01::ec2

IPv6-only Subnet

2001:db8:1234:1a00::ec2

Edit subnet settingsS E T T I N G S  F O R  E A C H  S U B N E T  T Y P E
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S E T T I N G S  F O R  E A C H  S U B N E T  T Y P E

.2
fd00:ec2::253

1. Private 
DNS

2. VPC DNS

3. Public DNS

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon EC2: Resource-based naming

IPv4-only Subnet

Dual-stack subnet

10.0.0.4

10.0.1.4
2001:db8:1234:1a01::ec2

IPv6-only Subnet

2001:db8:1234:1a00::ec2

Edit subnet settings
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Amazon EC2: Resource-based naming

IPv4-only Subnet

Dual-stack Subnet

i-123456789abcdef03.ec2.internal

i-123456789abcdef02.ec2.internal

IPv6-only Subnet

i-123456789abcdef01.ec2.internal

Q: Who is 
i-xxxxxxxxxx.ec2.internal

A:  
A record (if any) 
AAAA record (if any)

Nice!

.2
fd00:ec2::253

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56
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IPv6

Amazon VPC 
IPv6-only subnets

Amazon EC2
Resource-based instance naming

NAT64 and DNS64
Interoperability with IPv4 
environments

Elastic Load Balancing
Full Dual-stack IPv6 support
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Starting from the dual-stack VPC

AWS Region

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1

IPv4-only subnet
10.0.0.0/24

Dual stack subnet
10.0.2.0/24
2001:db8:1234:1a02::/64

Dual stack subnet
10.0.3.0/24
2001:db8:1234:1a03::/6
4

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only subnet
2001:db8:1234:1a01::/64

IPv4-only subnet
10.0.1.0/24

Availability Zone 2
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Application Load Balancer (ALB)
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Application Load Balancer: Deployment

Availability Zone 1

ALB subnet

Availability Zone 2

ALB subnet

Target subnet Target subnet

ALB ENIs

… …

ALB ENIs

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

Targets Targets
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Application Load Balancer: Dual-stack support

Public dual-stack 
subnet

Public dual-stack 
subnet

Target subnet Target subnet

ALB ENIs 
IPv4 + IPv6

… …

ALB ENIs
IPv4 + IPv6

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

Targets
– IPV4 –

Targets
– IPV4 –

I N T E R N E T - F A C I N G  D U A L - S T A C K

IGW

A records: Elastic IPv4 
addressesAAAA records: IPv6 addresses
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Private dual-stack 
subnet

Private dual-stack 
subnet

Application Load Balancer: Dual-stack support

Target subnet Target subnet

ALB ENIs 
IPv4 + IPv6

… …

ALB ENIs
IPv4 + IPv6

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

Targets
– IPV4 –

Targets
– IPV4 –

I N T E R N A L  D U A L  S T A C K

A records: Elastic IPv4 
addressesAAAA records: IPv6 addresses
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Dual-stack subnet Dual-stack subnet

Application Load Balancer: End-to-end IPv6

Target subnet Target subnet

ALB ENIs 
IPv4 + IPv6

… …

ALB ENIs
IPv4 + IPv6

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

Targets
- IPv6 -

Targets
- IPv6 -

I P V 6  T A R G E T S

IGW

A records: Elastic IPv4 addresses

AAAA records: IPv6 addresses

Target subnets can be 
IPv6-only
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Network Load Balancer (NLB)



© 2022, Amazon Web Services, Inc. or its affiliates.

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Network Load Balancer: Deployment

NLB subnet NLB subnet

Target subnet Target subnet

NLB Hyperplane 
ENI

NLB Hyperplane 
ENI

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

Targets Targets



© 2022, Amazon Web Services, Inc. or its affiliates.

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Network Load Balancer: Dual-stack support

Public dual-stack NLB 
subnet

Public dual-stack NLB 
subnet

Target subnet Target subnet

NLB ENI
IPv4 + IPv6

NLB ENI
IPv4 + IPv6

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

Targets
- IPv4 -

Targets
- IPv4 -

I N T E R N E T - F A C I N G  D U A L  S T A C K A records: Elastic IPv4 addresses
AAAA records: IPv6 addresses

IGW



© 2022, Amazon Web Services, Inc. or its affiliates.

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Network Load Balancer: Dual-stack support

Target subnet Target subnet

NLB ENI
IPv4 + IPv6

NLB ENI
IPv4 + IPv6

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

Targets
- IPv4 -

Targets
- IPv4 -

I N T E R N A L  D U A L  S T A C K A records: Private IPv4 addresses
AAAA records: IPv6 addresses

Private dual-stack 
NLB subnet

Private dual-stack 
NLB subnet
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Dual-stack NLB 
subnet

Dual-stack NLB subnet

Network Load Balancer: End-to-end IPv6

Target subnet Target subnet

NLB ENI
IPv4 + IPv6

NLB ENI
IPv4 + IPv6

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

Targets
- IPv6 -

Targets
- IPv6 -

I P V 6  T A R G E T S A records: Elastic/Private IPv4 
addressesAAAA records: IPv6 addresses

IGW
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For both ALB and NLB, IPv6 targets must be 
IP-type, in your VPC or in a peered VPC
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IPv6

Amazon VPC 
IPv6-only subnets

Amazon EC2
Resource-based instance naming

NAT64 and DNS64
Interoperability with IPv4 
environments

Elastic Load Balancing
Full dual-stack IPv6 support
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IPAM

Amazon VPC IP 
Address Management 
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What’s wrong with this picture?

Manual updates of 
single spreadsheet

Limited visibility into 
allocation and usage

Limited ability to 
manage IP allocations 

at scale

X X X
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Amazon VPC IP Address Manager
Introducing

Automate IP Assignments Monitor across network Retrospective analysis

Across regions and accounts, based 
on application networking and 

security needs

Avoid downtime with overlap detection, 
IP security policy compliance tracking, 

and utilization trends

Allowing decreased time 
to troubleshoot and audit

IPAM
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Arrange IPs based on routing 
and security needs

Set business rules for 
applications

For example: 
• Which account can use IPs
• Regions where IPs can be usedAn example of organizing IP 

addresses

Monitor IPs in a single dashboard

Developers use IPAM to create VPCs
(no more tickets or email)

Automate IP assignment

• IP utilization for capacity 
planning

• Alerts on overlapping CIDRs

• Retain monitoring data for 
up to 3 years for audits and 
retrospective analysis

10.0.0.0/12

10.0.0.0/14

DEV PROD DEV PROD DEV PROD

Region

10.4.0.0/14

Region

10.0.0.0/14

Region

AWS Cloud

Works for IPv4 and IPv6
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Key IPAM components

Scope Pool
An IP space for a single network

Allowing the reuse of IPs across multiple unconnected 
networks

A pool is a collection of contiguous IP address ranges – 
helping you organize your IP addresses according to 

your routing and security needs
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Key IPAM components

Refill policy Allocation policy
Your refill policy determines how IPAM automatically 

refills a pool, based on thresholds set by you, from 
another pool

Refill policy helps you to ensure a pool always has IP 
addresses available for allocation

An allocation policy allows you to control IP addresses 
allocated by IPAM from a pool

Allocation policy enables you to enforce your business 
rule when developers ask IPAM for IP addresses for 

their resources
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Let’s check out the console

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

My name

My cool description
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10.0.0.0/8

Top level pool

10.0.0.0/10

Regional pool
us-east-1

10.0.0.0/12

Dev pool

10.64.0.0/10

Regional pool
us-east-2

10.128.0.0/10

Regional pool
us-west-1

10.16.0.0/12

Prod 
pool

10.64.0.0/12

Dev pool

10.80.0.0/12

Prod 
pool

10.128.0.0/12

Dev pool

10.144.0.0/12

Prod 
pool

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

10.65.0.0/16 10.81.0.0/16

10.64.0.0/16 10.80.0.0/16

10.129.0.0/16 10.145.0.0/16

10.128.0.0/16 10.144.0.0/16

10.2.0.0/16 10.17.0.0/16

10.1.0.0/24 10.16.0.0/16

Private scope
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Bring your own IP (BYOIP)
with IPAM

Benefits:
- Improve IP address utilization (Org wide sharing)

BYOIP without IPAM

Account 1

Used IPs

Unused IPs

Account 2 Account 3
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Bring your own IP (BYOIP)
with IPAM

Benefits:
- Improve IP address utilization (Org wide sharing)

- Migrate existing BYOIP IPs

- Simplify BYOIP onboarding to AWS

- Enable both Internet- and VPC- BYOIPv6

BYOIP with IPAM

Account 1

Used IPs

Unused IPs

Account 2 Account 3

IPAM account
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Amazon VPC IP Address Manager
IPAM

Monitoring and alerts

Monitor across network

Avoid downtime with overlap detection, 
IP security policy compliance tracking, 

and utilization trends
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Amazon VPC IP Address Manager
IPAM

Monitoring and alerts

Monitor across network

Avoid downtime with overlap detection, 
IP security policy compliance tracking, 

and utilization trends
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Amazon VPC IP Address Manager
IPAM

Historical insights

Allocate to 
another VPC

Associate Release from 
the VPC

Lifecycle of a private IP

OverlapsAllocate to 
a VPC

Disassociate

- Provides IP, start time, and end time

- Get lifecycle events associated with EIPs

- Helps troubleshoot and audit
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Amazon VPC 
Networking

Amazon VPC 
Enhanced routing

AWS PrivateLink
S3 interface endpoint and ALB integration

AWS NAT Gateway
Private NAT support

AWS Transit Gateway
TGW Connect and intra-region peering



© 2022, Amazon Web Services, Inc. or its affiliates.

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon VPC routing
B E F O R E

INSPECTION SUBNET
10.0.0.0/24

PRIVATE SUBNET
10.0.2.0/24

BACKEND

PUBLIC SUBNET
10.0.1.0/24

Internet 
Gateway

Private subnet route table
Destination Target
10.0.0.0/16 Local

WEB APP

GWLB 
Endpoint

ANFW 
Endpoint

Proxy

Ingress route table
Destination Target
10.0.1.0/24 Inspection endpoint

Public subnet route table
Destination Target
10.0.0.0/16 Local

Inspection subnet route table
Destination Target
10.0.0.0/16 Local

Internet

0.0.0.0/0 Inspection endpoint

0.0.0.0/0 IGW

Inspection endpoints

or or
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INSPECTION SUBNET
10.0.0.0/24

GWLB 
Endpoint

ANFW 
Endpoint

Proxy

Inspection endpoints

or or

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon VPC routing: Enhanced routing controls
A F T E R

SUBNET B
10.0.2.0/24

SUBNET A
10.0.1.0/24Subnet B route table

Destination Target
10.0.0.0/16 Local

APPLICATION

Subnet A route table
Destination Target
10.0.0.0/16 Local

Inspection subnet route table
Destination Target
10.0.0.0/16 Local

10.0.2.0/24 Inspection endpoint
10.0.1.0/24 Inspection 

endpoint DATABASE

The more specific route 
must match the entire IPv4 

or IPv6 CIDR block of a 
subnet in the VPC!
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INSPECTION SUBNET
10.0.0.0/24

GWLB 
Endpoint

ANFW 
Endpoint

Proxy

Inspection endpoints

or or

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Enhanced VPC routing: Multiple inspection levels

SUBNET B
10.0.2.0/24

SUBNET A
10.0.1.0/24Subnet B route table

Destination Target
10.0.0.0/16 Local

APPLICATION

Subnet A route table
Destination Target
10.0.0.0/16 Local

Inspection subnet route table
Destination Target
10.0.0.0/16 Local
0.0.0.0/0 IGW

10.0.2.0/24 Inspection endpoint
0.0.0.0/0 Inspection endpoint

10.0.1.0/24 Inspection 
endpoint DATABASE

Internet 
Gateway

Ingress route table
Destination Target
10.0.1.0/24 Inspection endpoint

Internet
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Amazon VPC 
Networking

Amazon VPC 
Enhanced routing

AWS NAT Gateway
Private NAT support
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

NAT Gateway: Public
B E F O R E

Private subnet

Instance A
10.0.1.4

Public subnet

Public NAT Gateway
10.0.0.20

Internet 
Gateway

Private subnet route table
Destination Target
10.1.0.0/16 Local
0.0.0.0/0 NATGW

EIP: 10.0.0.20 <> 52.12.1.3

Public subnet route table
Destination Target
10.1.0.0/16 Local
0.0.0.0/0 IGW

Internet

IP Source: 10.0.1.4
IP Destination: 1.3.4.5

IP Source: 10.0.0.20
IP Destination: 1.3.4.5

IP Source: 52.12.1.3
IP Destination: 1.3.4.5
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NAT Gateway: Private NAT support
N E W

Amazon VPC 1
10.0.0.0/16

Non-routable subnet
10.0.0.0/24

10.0.0.4

Routable subnet
100.64.1.0/28

Private NAT Gateway
100.64.1.4

Destination Target
10.0.0.0/16 Local
100.64.1.0/24 Local
10.0.0.0/8 Private NATGW

Destination Target
10.0.0.0/16 Local
100.64.1.0/24 Local
10.0.0.0/8 TGW

AWS Transit 
Gateway

TGW 
ENI

Amazon VPC 2
10.0.0.0/16

Shared services VPC 
10.100.0.0/16

TGW route table
Destination Target

100.64.1.0/24 VPC 1
100.64.2.0/24 VPC 2
10.100.0.0/16 Shared Services VPC

10.100.0.10

+ 100.64.1.0/24

+ 100.64.2.0/24

IP Source: 10.0.0.4
IP Destination: 
10.100.0.10

IP Source: 100.64.1.4
IP Destination: 
10.100.0.10

IP Source: 100.64.2.x
IP Destination: 
10.100.0.10
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NAT Gateway: Private NAT support
N E W

Amazon VPC 1
10.0.0.0/16

Non-routable subnet
10.0.0.0/24

10.0.0.4

Routable subnet
100.64.1.0/28

Private NAT Gateway
100.64.1.4

Destination Target
10.0.0.0/8 Private NATGW
192.168.0.0/16 Private NATGW

Destination Target
10.0.0.0/8 TGW
192.168.0.0/16 TGW

AWS Transit 
Gateway

TGW 
ENI

Amazon VPC 2
10.0.0.0/16

TGW route table
Destination Target

100.64.1.0/24 VPC 1
100.64.2.0/24 VPC 2
10.100.0.0/16 Shared Services VPC

192.168.0.0/16 DX/VPN+ 100.64.1.0/24

+ 100.64.2.0/24

IP Source: 10.0.0.4
IP Destination: 192.168.x.x

IP Source: 100.64.1.4
IP Destination: 192.168.x.x

IP Source: 100.64.2.x
IP Destination: 192.168.x.x

AWS Direct 
Connect

On premises
192.168.0.0/16

Site to site 
VPN
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If you need bidirectional connectivity between 
overlapping VPCs, use ELBs in the routed space!
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Amazon VPC 
Networking

Amazon VPC 
Enhanced routing

AWS NAT Gateway
Private NAT support

AWS PrivateLink
S3 interface endpoint and ALB integration
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Public subnet

Private subnetPrivate subnet

Public subnet

AWS PrivateLink: Interface endpoints
AWS Region

Amazon VPC

- Amazon API Gateway
- AWS CloudFormation
- Amazon CloudWatch
- Amazon CloudWatch 

Events
- Amazon CloudWatch Logs
- AWS CodeBuild

- AWS Config
- Amazon EC2 API
- Elastic Load Balancing API
- AWS Key Management 

Service
- Amazon Kinesis Data 

Streams
- Amazon SageMaker Runtime

- AWS Secrets Manager
- AWS Security Token Service
- AWS Service Catalog
- Amazon SNS
- AWS Systems Manager
- Supported AWS 

marketplace partner 
services

Availability Zone 2

Instance A
10.0.1.

4

Instance B
10.0.2.

4

Instance 
D10.0.4.
4

Instance C
10.0.3.

4

Availability Zone 1

ENI
10.0.1.23

ENI
10.0.2.112

No additional 
routing 
needed!

B E F O R E

10.1.0.0/16 Local
Destination Target

10.1.0.0/16 Local
Destination Target



© 2022, Amazon Web Services, Inc. or its affiliates.

AWS PrivateLink: S3 Gateway endpoints
B E F O R E

AWS Region

Availability Zone 2

Amazon S3

Amazon VPC
10.0.0.0/16

Public subnet

Private subnetPrivate subnet

Public subnet

Instance 
A10.0.0.4

Instance 
B10.1.1.22/2
4

Instance 
C10.0.3.4

Instance 
D10.0.4.4

Availability Zone 1

NAT

NAT-GW

Gateway Endpoint

10.1.0.0/16 Local
S3.prefix.list VPCE-123

Destination Target

VPN

DXGW

On premises

VPC-B

AWS Direct 
Connect

VPC

Transit GW VPC

On  premises

Intra- or 
inter- 
region

VPCVPC x5000

Transit VIF
On  premises

VP
N

VPC
peering

VGW

Gateway endpoints are not 
reachable from outside of 

the VPC via TGW, VPC 
peering, VPN, or AWS Direct 

Connect
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S3 interface endpoints
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AWS PrivateLink: S3 interface endpoints
N E W

AWS Region

Availability Zone 2

Amazon S3

Amazon VPC

Public subnet

Private subnetPrivate subnet

Public subnet

Instance 
B10.1.1.22/2
4

Availability Zone 1

NAT

NAT-GW

Gateway Endpoint

10.1.0.0/16 Local
S3.prefix.list VPCE-123

Destination Target

Instance A
10.0.1.

4

ENI
10.0.1.23

ENI
10.0.2.112

You can use both interface 
and Gateway Endpoints in 

your VPC
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ALB support through NLB
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AWS PrivateLink: ALB integration through NLB
N E W

NLB
AWS 

PrivateLink

VPC peering

MyEndpoint

Customer VPC Service provider VPC

Application, e.g., SaaSAmazon VPC

Amazon VPC

Amazon VPC

ALB

Client

Client



© 2022, Amazon Web Services, Inc. or its affiliates.

It’s recommended to match ALB and NLB 
Availability Zones, and both ALB and NLB must be 

in the same account
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Amazon VPC 
Networking

Amazon VPC 
Enhanced routing

AWS NAT Gateway
Private NAT support

AWS PrivateLink
S3 interface endpoint and ALB integration

AWS Transit Gateway
TGW Connect and intra-region peering



© 2022, Amazon Web Services, Inc. or its affiliates.

AWS Transit Gateway
B E F O R E

1

AWS 
Transit 

Gateway

1

On-premises

2

N 
(5,000)

2

N

Customer or 
partner cage

AWS Direct Connect location

AWS cage

On-Premises

AWS Direct 
Connect gateway

Transit virtual interface

Amazon VPC

Amazon VPC

Amazon VPC

Site-to-
site VPN

Cross-
region 

peering

Transit 
VPC

ECM
P Amazon VPC

Inspection VPCAppliance 
mode

A
Z1

A
Z2
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AWS Transit Gateway Connect

1
1

2

N 
(5,000)

2

N

Customer or 
partner cage

AWS Direct Connect location

AWS cage

On-Premises

AWS Direct 
Connect gateway

Transit virtual interface

Amazon VPC

Amazon VPC

Amazon VPC

Amazon VPC

TGW Connect
attachment

TGW Connect 
attachment

A F T E R

Transit 
VPC

VPC
attachment

DXGW
atachment

AWS 
Transit 

Gateway
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AWS Transit Gateway Connect

1

AWS 
Transit 

Gateway

1

2

N 
(5,000)

2

N

Customer or 
partner cage

AWS Direct Connect location

AWS cage

On-Premises

AWS Direct 
Connect gateway

Transit virtual interface

Amazon VPC

Amazon VPC

Amazon VPC

Amazon VPC

TGW Connect
attachment

TGW Connect 
attachment

A F T E R

Transit 
VPC

Connect peers:
GRE tunnels

Connect peer:
GRE tunnel
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AWS Region

AWS Transit Gateway: Intra-region peering
N E W

Intra-region 
peering

1

AWS 
Transit 

Gateway

1

2

N 
(5,000)

2

N

Amazon VPC

Amazon VPC

Amazon VPC

Cross-region 
peering

AWS 
Transit 

Gateway

AWS 
Transit 

Gateway

ü Works the same as cross-region 
peering

ü You can create hierarchical 
architectures, or integrate enterprise 
acquisitions

ü TGWs can be in different accounts

AWS Region
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AWS Region

AWS Transit Gateway: Intra-region peering
A C Q U I S I T I O N S  I N T E G R A T I O N

1

2

N

VPC 1

VPC 2

VPC N COMPANY B 
TGW

1

2

N

VPC 1

VPC 2

VPC N COMPANY C 
TGW

COMPANY A
Core TGW
Region A

Core TGW 
Region B

Core TGW 
Region C

DXGW

AWS Region AWS Region
Shared 
services

Transit VIF
On-Premises
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Transit VIF
On-Premises

AWS Region

AWS Transit Gateway: Intra-region peering
H I E R A R C H I C A L  R E G I O N A L  A R C H I T E C T U R E

1

2

N

VPC 1

VPC 2

VPC N PROD 
TGW

1

2

N

VPC 1

VPC 2

VPC N DEV 
TGW

Core TGW
Region A

Core TGW 
Region B

Core TGW 
Region C

DXGW

AWS Region AWS Region

This looks 
familiar . . .
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On-premises and 
global connectivity

AWS Direct Connect
MACSEC , 100Gbps, and AWS Local Zones
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AWS Region

Customer or 
partner cage

Service provider
network

On-premises

AWS Direct Connect location

AWS cage10.0.0.0/16

192.168.0.0/1
6

Private VIF

Public VIF

Amazon VPC

VGW

Cross connect

Corporate 
data center

An overview: AWS Direct Connect
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AWS Direct Connect locationAWS Region

Service provider
network

10.0.0.0/16

Private VIF

Public VIF

Amazon VPC

VGW

10.1.0.0/16

Amazon VPC

VGW

Private VIF

Customer or 
partner cageAWS cage

Cross connect
On-premises

192.168.0.0/1
6

Corporate 
data center

An overview: AWS Direct Connect
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AWS Direct Connect locationAWS Region

Service provider
network

10.0.0.0/16

Amazon VPC

VGW

10.1.0.0/16

Amazon VPC

VGW

Customer or 
partner cageAWS cage

Cross connect

AWS Direct 
Connect 
Gateway

Private VIF On-premises
192.168.0.0/1

6

Corporate 
data center

An overview: AWS Direct Connect
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AWS Direct Connect locationAWS Region

Service provider
network

10.0.0.0/16

Amazon VPC

VGW

10.1.0.0/16

Amazon VPC

VGW

Customer or 
partner cageAWS cage

Cross connect
Private VIF

AWS Direct 
Connect 
Gateway

AWS Region

On-premises
192.168.0.0/1

6

Corporate 
data center

An overview: AWS Direct Connect
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“Dance like nobody is watching.
Encrypt like everyone is.”

Introducing: AWS Direct Connect
MACsec
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Layer 2 confidentiality 
and integrity

MACsec allows you to secure an Ethernet link – 
including all control plane protocol packets 

(such as ARP, DHCP, LLDP, and Layer 3 routing 
protocols like BGP)

High-speed encryption

Because MACsec encryption is done through 
hardware, it provides bidirectional line-rate, or 

near-line-rate, encryption

Introducing: AWS Direct Connect
MACsec
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AWS Direct Connect location

AWS router

Corporate 
data center

Cross connect

MACsec DX Connection

Layer 2 transparent
MACsec compatible

Customer 
router

Introducing: AWS Direct Connect
MACsec
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On-premises and 
global connectivity

AWS Direct Connect
MACSEC , 100Gbps, and AWS Local Zones

AWS Direct Connect SiteLink
and AWS Direct Connect
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Introducing: AWS Direct Connect
SiteLink

Create connections between your on-premises networks 
through the AWS global network backbone

AWS Cloud
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AWS Direct Connect location

AWS Direct Connect SiteLink: Before

10.0.0.0/16

Amazon VPC

VGW

Customer or 
partner cageAWS cage

Cross connect
Private VIF

AWS Direct 
Connect 
Gateway

AWS Region 2

On premises
192.168.0.0/1

6

Corporate 
data center

10.0.0.0/16

Amazon VPC

VGW

AWS Region 1

Customer or 
partner cageAWS cage

Cross connect
On premises

192.168.0.0/1
6

Corporate 
data center

AWS Direct Connect location

Private VIF
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AWS Direct Connect location

AWS Direct Connect SiteLink: Before

10.0.0.0/16

Amazon VPC

VGW

Customer or 
partner cageAWS cage

Cross connect
Private VIF

AWS Direct 
Connect 
Gateway

AWS Region 2

On premises
192.168.0.0/1

6

Corporate 
data center

10.0.0.0/16

Amazon VPC

VGW

AWS Region 1

Customer or 
partner cageAWS cage

Cross connect
On premises

192.168.0.0/1
6

Corporate 
data center

AWS Direct Connect location

Private VIF

x

y
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AWS Direct Connect location

10.0.0.0/16

Amazon VPC

VGW

Customer or 
partner cageAWS cage

Cross connect
Private VIF

AWS Direct 
Connect 
Gateway

AWS Region 2

On premises
192.168.0.0/1

6

Corporate 
data center

10.0.0.0/16

Amazon VPC

VGW

AWS Region 1

Customer or 
partner cageAWS cage

Cross connect
On premises

192.168.0.0/1
6

Corporate 
data center

AWS Direct Connect location

Private VIF

x

y

AWS Direct Connect SiteLink: Before
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AWS Direct Connect location

10.0.0.0/16

Amazon VPC

VGW

Customer or 
partner cageAWS cage

Cross connect
Private VIF

AWS Direct 
Connect 
Gateway

AWS Region 2

On premises
192.168.0.0/1

6

Corporate 
data center

10.0.0.0/16

Amazon VPC

VGW

AWS Region 1

Customer or 
partner cageAWS cage

Cross connect
On premises

192.168.0.0/1
6

Corporate 
data center

AWS Direct Connect location

Private VIF

x

y

AWS Direct Connect SiteLink: After
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DX location

AWS Cloud

AWS Direct Connect 
Gateway

Corporate 
data center

DX location
Corporate 
data center

DX location
Corporate 
data center

DX location
Corporate 
data center

DX locationCorporate 
data center

DX locationCorporate 
data center

Available around the world at all commercial 
AWS Direct Connect PoPs except China
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On-premises and 
global connectivity

AWS Direct Connect
MACSEC , 100Gbps, and AWS Local Zones

AWS Direct Connect SiteLink
and AWS Direct Connect

AWS Cloud WAN
for managed Wide Area Networking 
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Introducing: AWS Cloud WAN

Build global networks in minutes

Use the AWS global backbone

Simplify WAN networking

Segment traffic with centralized policy

GA, June 2022
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Shared services

Engineering sites

Sales

AWS Region 1 AWS Region 2

Data 
center

SDWAN

Branch offices

Internet

AWS Transit 
Gateway

Sales branch 
office

AWS 
VPN

DXGW
(2022)

Direct 
Connect

Eng. 
branch 
office

AW
S 
VPN

Amazon VPC

Sales

TGW
Connect

Network
Policies

Amazon VPC

Engineering

Network segments
Isolation between VPCs and on-premises sites

Network policies
Define L3 routing policies based on 
attributes and behavior

Performance monitoring
2022 roadmap - Packet loss, jitter, and 
latency measurements across the backbone.

AWS Cloud WAN
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AWS Cloud WAN use cases

Between VPCs WAN Hybrid

VPC

VPC

VPC

VPC VPC
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TGW and AWS Cloud WAN

VPC

VPC

VPC

VPC

Cloud WAN 
attachment

TGW 
attachment

AWS 
Transit 

Gateway

VPC

VPC

VPC subnet table

Destination Target

0.0.0.0/0 TGW Attachment

0.0.0.0/0 Cloud WAN attachment
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Both
Use AWS backbone

Support encryption 
(MACsec/IPsec)

Pay for what you use

Available globally

Can also be used to 
access AWS resources

AWS Cloud WAN
VPC-to-VPC

VPN termination

SDWAN integration

Segments

Dashboard and monitoring

Region-based

DX and TGW support on 
roadmap (2022)

DX SiteLink
DX port-to-port

Not dependent on AWS 
Regions

Support for up to 100 GBPS 
paths

Enabled per virtual interface



© 2022, Amazon Web Services, Inc. or its affiliates.

AWS Network Manager

Topologies Metrics Events
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Thank you!
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Dragos Madarasan
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Please complete 
the session survey
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